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SET-I

Q1. a. Write a note on different cloud service models
b. Explain the hypervisor-I and II	
Ans 1.
(a). Cloud Service Models
Cloud service models define the way computing resources are delivered to users over the internet. Each model provides a different level of control, flexibility, and management responsibility. Understanding these models helps organizations choose the right approach based on their technical needs and budget.
Infrastructure as a Service (IaaS)
IaaS delivers fundamental computing resources such as virtual machines, storage, and networking. Users gain full control over operating systems and applications while the cloud 
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Q2. a. Discuss the AWS Architecture and Framework
b. Identify the Components of Amazon S3 	
Ans 2.
(a). AWS Architecture and Framework
Amazon Web Services (AWS) offers a highly scalable, on-demand cloud platform with global infrastructure. Its architecture is built on the principles of elasticity, reliability, modularity, and security. Organizations use AWS to deploy web applications, enterprise systems, and large-scale analytics workloads.
AWS Global Infrastructure
The AWS architecture relies on Regions, Availability Zones, and Edge Locations. Regions are geographical areas, each containing multiple isolated Availability Zones. This design ensures 


Q3. a. Elaborate on the Cloud-Native Application Architecture
b. Describe the Cloud Disaster Recovery Plan	
Ans 3.
(a). Cloud-Native Application Architecture
Cloud-native architecture is an approach to designing applications specifically optimized for cloud environments. It emphasizes scalability, resilience, automation, and distributed deployment. Cloud-native applications are composed of small, loosely coupled services that run in containers or serverless environments.
Microservices as a Foundation
Cloud-native systems break large applications into independent microservices. Each service runs its own process and communicates through APIs. This separation allows teams to develop, 
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Q4. a. Differentiate between Public and Private cloud.
b. Outline the Components of IAM	
Ans 4.
(a). Difference Between Public and Private Cloud
Public and private cloud environments represent two distinct deployment models in cloud computing. Both offer scalability, accessibility, and virtualization, but their ownership, security, cost structure, and governance differ significantly. Understanding these differences helps organizations select the most suitable model based on their workload sensitivity, compliance needs, and operational priorities.
Public Cloud
A public cloud is owned, managed, and operated by third-party providers such as AWS, Microsoft Azure, or Google Cloud. Users share the provider’s infrastructure in a multi-tenant 

Q5. a. Strategies to Mitigate Vendor Lock-In
b. Explain Cloud Application Development	
Ans 5.
(a). Strategies to Mitigate Vendor Lock-In
Vendor lock-in occurs when an organization becomes overly dependent on a single cloud provider, making migration difficult due to proprietary technologies, data formats, or services. Mitigating vendor lock-in is essential for long-term flexibility and risk management.
Adopting Open Standards
Organizations should prioritize technologies based on open standards rather than proprietary 


Q6. a.What are Data Protection Laws? List the Core Principles of Data Protection Laws
b. Explain the Features of VPC
Ans 6.
(a). Data Protection Laws and Core Principles
Data protection laws govern how organizations collect, process, store, and share personal information. These laws safeguard individual privacy and hold organizations accountable for the responsible handling of sensitive data. Examples include GDPR (Europe), HIPAA (USA), and India’s Digital Personal Data Protection Act (DPDP Act).
Meaning of Data Protection Laws
These laws ensure that personal data is processed lawfully and securely. They define what 


